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NEW QUESTION: 1

The Information Security Officer (ISO) believes that the company has been targeted by
cybercriminals and it is under a cyber attack. Internal services that are normally available to the
public via the Internet are inaccessible, and employees in the office are unable to browse the
Internet. The senior security engineer starts by reviewing the bandwidth at the border router,
and notices that the incoming bandwidth on the router's external interface is maxed out. The
security engineer then inspects the following piece of log to try and determine the reason for
the downtime, focusing on the company's external router's IP which is

128.20.176.19:

11:16:22.110343 1P 90.237.31.27.19>128.20.176.19.19: UDP, length 1400

11:16:22.110351 1P 23.27.112.200.19 > 128.20.176.19.19: UDP, length 1400

11:16:22.110358 IP 192.200.132.213.19 > 128.20.176.19.19: UDP, length 1400

11:16:22.110402 IP 70.192.2.55.19>128.20.176.19.19: UDP, length 1400

11:16:22.110406 IP 112.201.7.39.19>128.20.176.19.19: UDP, length 1400

Which of the following describes the findings the senior security engineer should report to the
ISO and the

BEST solution for service restoration?

A. After the senior engineer used a mirror port to capture the ongoing amplification attack, a
BGP sinkhole should be configured to drop traffic at the source networks.

B. After the senior engineer used a packet capture to identify an active Smurf attack, an ACL
should be placed on the company's external router to block incoming UDP port 19 traffic.

C. After the senior engineer used a network analyzer to identify an active Fraggle attack, the
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company's

ISP should be contacted and instructed to block the malicious packets.

D. After the senior engineer used the above IPS logs to detect the ongoing DDOS attack, an IPS
filter should be enabled to block the attack and restore communication.

Answer: C

Explanation:

The exhibit displays logs that are indicative of an active fraggle attack. A Fraggle attack is
similar to a smurf attack in that it is a denial of service attack, but the difference is that a fraggle
attack makes use of

ICMP and UDP ports 7 and 19. Thus when the senior engineer uses a network analyzer to
identify the attack he should contact the company's ISP to block those malicious packets.
Incorrect Answers:

B: The logs are indicative of an ongoing fraggle attack. Even though a fraggle attack id also a
DOS attack the best form of action to take would be to ask the ISP to block the malicious
packets.

C: Configuring a sinkhole to block a denial of service attack will not address the problem since
the type of attack as per the logs indicates a fraggle attack.

D: A smurf attack spoofs the source address with the address of the victim, and then sends it
out as a broadcast ping. Each system in the network will then respond, and flood the victim
with echo replies.

The logs do not indicate a smurf attack.

References:

Gregg, Michael, and Billy Haines, CASP CompTIA Advanced Security Practitioner Study Guide,
John

Wiley & Sons, Indianapolis, 2012, pp. 165, 168

https://en.wikipedia.org/wiki/Fraggle_attack

NEW QUESTION: 2

Which function of the IP SLAs ICMP jitter operation can you use to determine whether a VolP
issue is caused by excessive end-to-end time?
A. jitter

B. packet loss

C. successive packet loss

D. round-trip time latency

Answer: D

Explanation:

Explanation/Reference:

Explanation:

NEW QUESTION: 3

What should the IT service continuity process primarily support?
A. Critical IT processes

B. All the services in the service portfolio

C. Business continuity strategy

D. Mission critical services at peak business periods

Answer: C
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