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NEW QUESTION: 1
質問をドラッグアンドドロップ
脅威軽減技術を左側からドラッグして、右側の脅威または攻撃の種類にドロップします。
Answer:
Explanation:
Explanation:
Double-Tagging attack:
In this attack, the attacking computer generates frames with two 802.1Q tags. The first tag
matches the native VLAN of the trunk port (VLAN 10 in this case), and the second matches the
VLAN of a host it wants to attack (VLAN 20).
When the packet from the attacker reaches Switch A, Switch A only sees the first VLAN 10 and it
matches with its native VLAN 10 so this VLAN tag is removed. Switch A forwards the frame out
all links with the same native VLAN 10. Switch B receives the frame with an tag of VLAN 20 so it
removes this tag and forwards out to the Victim computer.
Note: This attack only works if the trunk (between two switches) has the same native VLAN as
the attacker.

To mitigate this type of attack, you can use VLAN access control lists (VACLs, which applies to
all traffic within a VLAN. We can use VACL to drop attacker traffic to specific victims/servers) or
implement Private VLANs.
ARP attack (like ARP poisoning/spoofing) is a type of attack in which a malicious actor sends
falsified ARP messages over a local area network as ARP allows a gratuitous reply from a host
even if an ARP request was not received. This results in the linking of an attacker's MAC address
with the IP address of a legitimate computer or server on the network. This is an attack based
on ARP which is at Layer 2. Dynamic ARP inspection (DAI) is a security feature that validates ARP
packets in a network which can be used to mitigate this type of attack.

NEW QUESTION: 2
다음 중 IS 감사자가 조직의 DLP (데이터 손실 방지) 제어의 운영 효율성을 평가하는 가장 신뢰할 수 있는
방법은 무엇입니까?
A. 기밀 파일을 개인 USB 장치로 전송할 수 없는지 확인하십시오.
B. 현재 DLP 소프트웨어가 모든 컴퓨터 시스템에 설치되어 있는지 확인하십시오.
C. 업계 모범 사례에 따라 데이터 분류 수준을 검토합니다.
D. 인터뷰를 수행하여 가능한 데이터 보호 취약성을 식별합니다.
Answer: B

NEW QUESTION: 3
When quantitative data are being evaluated, a very small bias in a forecast can best be
explained by which of the following statements?
A. The absolute values of all forecast errors were approximately equal.
B. Positive forecast errors approximately offset negative forecast errors.
C. The variability of forecast data was skewed.
D. A very small alpha factor was used.
Answer: B
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